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ABSTRACT

Cloud-assisted mobile health (mHealth) monitoring, which applies the prevailing mobile
communications and cloud computing technologies to provide feedback decision support, has been
considered as a revolutionary approach to improving the quality of healthcare service while
lowering the healthcare cost. Unfortunately, it also poses a serious risk on both clients’ privacy
and intellectual property of monitoring service providers, which could deter the wide adoption of
mHealth technology. This paper is to address this important problem and design a cloud-assisted
privacy preserving mobile health monitoring system to protect the privacy of the involved parties
and their data. Moreover, the outsourcing decryption technique and a newly-proposed key private
proxy re-encryption are adapted to shitt the computational complexity of the involved parties to
the cloud without compromising clients” privacy and service providers intellectual property.
Finally, our security and performance analysis demonstrates the effectiveness of our proposed

design.

Index Terms— Mobile health (mHealth), Healthcare, Privacy, Outsourcing decryption, Key

private proxy re-encryption.

L INTRODUCTION

Wide deployment of mobile devices, such as improving the quality of healthcare services.
smart phones equipped with low cost sensors, Remote mobile health monitoring has
has already shown great potential in already been recognized as not only a
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potential, but also a successful example of
mobile  health (mHealth) applications
especially for develop-ing countries. The
Microsoft launched project “MediNet™ is
designed to realize remote monitoring on the
health status of diabetes and cardiovascular
diseases in remote areas in Caribbean
countries [11. In such a remote mllealth
monitoring system, a client could deploy
portable sensors in wireless body sensor
networks to collect various physiological
data, such as blood pressure (BP), breathing
rate (BR), Electrocardiogram (ECG/EKG),
peripheral oxygen saturation (SpO2) and
blood glucose. Such physiological data could
then be sent to a central server, which could
then run various web medical applications
on these data to return timely advice to the
client. These applications may have various
functionalities ranging from sleep pattern
analyzers, exercises, physical ac-tivity
assistants, to cardiac analysis systems,
providing various medical consultation [21.
Moreover, as the emerging cloud computing
technologies evolve, a viable solution can be
sought by incorporating the software as a
service (SaaS) model and pay-as-you-go
business model in cloud computing, which
would allow small companies (healthcare
service providers) to excel in this healthcare

market. It has been observed that the

adoption of automated decision support
algorithms in the cloud-assisted mHealth
monitoring has been considered as a future

trend [31.

Unfortunately, although cloud-assisted
mHealth monitoring could offer a great
opportunity to improve the quality of
healthcare services and potentially reduce
healthcare costs, there is a stumbling block
in making this technology a reality. Without
properly addressing the data management in
an mHealth system, clients’ privacy may be
severely breached during the collection,
storage, diagnosis, communications and
computing. A recent study shows that 75%
Americans con-sider the privacy of their
health information important or very
important [41. Tt has also been reported [5]
that patients’ willingness to get involved in
health monitoring program could be severely
lowered when people are concerned with the

privacy  breach in their voluntarily
submitted health data. This privacy concern
will be exacerbated due to the growing trend
in privacy breaches on electronic health
data.

Although the existing privacy laws such as
HIPAA (Health Insurance Portability and
Accountability  Aet) provide base-line

protection for personal health record, they
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are generally considered not applicable or
transferable to cloud computing
environments [6]. Besides, the current law is
more focused on protection against
adversarial intrusions while there is little
effort on protecting clients from business
collecting private information. Meanwhile,
many companies have significant
commercial interests in collecting clients
private health data [7] and sharing them
with either insurance companies, research
institutions or even the government agencies.
It has also been indicated [8] that privacy
law could not really exert any real protection
on clients data privacy unless there is an
effective mechanism to enforce restrictions

on the activities of healthcare service

providers.
Traditional privacy protection

mechanisms by simply re-moving clients
personal identity information (such as
names or SSN) or by using anonymization
technique fails to serve as an effective way in

dealing with privacy of mHealth systems

due to the increasing amount and diversity
of personal identifiable information [91. Tt
is  worth mnoting that the collected
information from an mHealth monitoring
system could contain clients personal

physical data such as their heights, weights,

and blood types, or even their ultimate
personal identifiable information such as
their fingerprints and DNA profiles [101.
According to [111, personal identifiable
information (PII) is “any information,
recorded or otherwise, relating to an
identifiable  individual.  Almost  any
information, if linked to an identifiable
individual, can become personal in nature,
be it biographical, biological, genealogical,
historical, transactional, locational,
relational, computational, vocational, or
reputation-al”. In other words, the scope of
PIT might not necessarily be restricted to
SSN, name and address, which are generally
considered as PII in the traditional sense.
Indeed, the state of the art re-identification
techniques [121, [13]1 have shown that any
attribute could become personal identifiable
information in practice [91. Moreover, it is
also noted that although some attribute may
be uniquely identifying on its own, “any
attribute can be identifying in combination
with others, while no single element is a
(quasi)-identifier, any sufficiently large
subset uniquely identifies the individual
[121. The proposed mobile health monitoring
scenario provides a good opportunity for
adversaries to obtain a large set of medical
information, which could potentially lead to

identifying an individual user. Indeed,
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several recent works [141-1161 have already
shown that even seemingly benign medical
information such as blood pressure can be
used to identify individual  users.
Furthermore, it is also observed that future
mobile health monitoring and decision
support systems might have to deal with
other much more privacy-sensitive features
such as DNA profiles [17]1, from which an
adversary may be able to re-identify an
individual user [181, [191. Traditionally, the
privacy issue is tackled with anonymization
technique such as Aanonymity or £
diversity. However, it has been indicated
that these techniques might be insufficient
to prevent re-identification attack [91. The
threat of re-identification is so serious that
legal communities [20]1 have already been
calling for more sophisticated protection
mechanism instead of merely using
anonymization. We Dbelieve that our
proposed cryptographic based systems could
serve as a viable solution to the privacy
problems in mHealth systems, and also as an
alternative choice for those privacy-aware
users. Another major problem in addressing
security and privacy is the computational
workload involved with the cryptographic
techniques. With the presence of cloud
computing facilities, it will be wise to shift

intensive computations to cloud servers from

IF-2.868 ISSN: (2849-0322)
resource-constrained mobile devices.

However, how to achieve this effectively
without compromising privacy and security

become a great challenge, which should be

arefully investigated.

As an important remark, our design here
mainly focuses on insider attacks, which
could be launched by either malicious or
non-malicious insiders. For instance, the
insiders could be disgruntled employees or
healthcare workers who enter the healthcare
business for criminal purpose [211, [22]1. It
was reported that 32% of medical data
breaches in medical establishments between
January 2007 and June 2009 were due to
insider attacks [231, and the incident rate of
insider attacks is rapidly increasing [231.
The insider attacks have cost the victimized
institutions much more than what outsider
attacks have caused [24]. Furthermore,
insider attackers are generally much harder
to deal with because they are generally
sophisticated professionals or even criminal
rings who are adept at escaping intrusion
detection [22]. On the other hand, while
outsider attacks could be trivially prevented
by  directly  adopting  cryptographic
mechanisms such as encryption, it is non-
trivial to design a privacy preserving

mechanism against the insider attacks
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because we have to balance the privacy
constraints and maintenance of normal
operations of mHealth systems. The problem
becomes especially trickier for cloud-assisted
mHealth systems because we need not only to
guaran-tee the privacy of clients input
health data, but also that of the output
decision results from both cloud servers and
healthcare service providers (which will be
referred to as the company in the subsequent

development).

In this paper, we design a cloud-assisted
mHealth moni-toring system (CAM). We
first identify the design problems on privacy
preservation and then provide our solutions.
To ease the understanding, we start with the
basic scheme so that we can identify the
possible privacy breaches. We then provide
an improved scheme by addressing the
identified privacy problems. The resulting
improved scheme allows the mHealth service
provider (the company) to be offline after
the setup stage and enables it to deliver its
data or programs to the cloud securely. To
reduce clients decryption complexity, we
incorporate the recently proposed
outsourcing decryption technique [25]1 into
the underlying multi-dimensional range
queries system to shift clients’ computational

complexity to the cloud without revealing

any information on either clients query
input or the decrypted decision to the cloud.
To relieve the computational complexity on
the company’s side, which is proportional to
the number of clients, we propose a further
improvement, leading to our final scheme. It
is based on a new variant of key private
proxy re-encryption scheme, in which the
company only needs to accomplish
encryption once at the setup phase while
shifting the rest computational tasks to the
cloud without compromising privacy,
further reducing the computational and
communication burden on clients and the

cloud.

1L SYSTEM MODEL AND
ADVERSARIAL MODEL

To facilitate our discussion, we first
elaborate  our cloud-assisted mHealth
monitoring system (CAM). CAM consists of
four parties: the cloud server (simply the
cloud), the company who provides the
mHealth monitoring service (i.e., the
healthcare service provider), the individual
clients (simply clients), and a semi-trusted
authority (TA). The company stores its
encrypted monitoring data or program in the
cloud server. Individual clients collect their

medical data and store them in their mobile
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devices, which then transform the data into
attribute vectors. The attribute vectors are
delivered as inputs to the monitoring
program in the cloud server through a
mobile (or smart) device. A semi-trusted
authority is responsible for distributing
private keys to the individual clients and
collecting the service fee from the clients
according to a certain business model such as
pay-as-you-go business model. The TA can
be considered as a collaborator or a
management agent for a company (or several
companies) and thus shares certain level of
mutual interest with the company. However,
the company and TA could collude to obtain
private health data from client input vectors.
We assume a neutral cloud server, which
means it neither colludes with the company
nor a client to attack the other side. This is a
reasonable model since it would be in the
best business interest of the cloud not to be
biased. We admit that it remains possible for
the cloud to collude with other malicious
entities in our CAM, and we leave the CAM
design under these stronger models as future
work. We also do not assume that an
individual client colludes with other clients.
Our security model does not consider the
possible side-channel attack [261, [27] due to
the co-residency on shared resources either

because it could be mitigated with either

system level protection [27] or leakage
resilient eryptography [28]. CAM assumes an
honest but curious model, which implies all
parties should follow the prescribed actions

and cannot be arbitrarily malicious.

In the following, we briefly introduce the
four major steps of CAM: Setup, Store,
TokenGen and Query. We only illustrate the
functionality of these components in this
section while leaving the details in later

sections.

At the system initialization, TA runs the
Setup phase and publishes the system
parameters. Then the company first
expresses the flow chart of the mHealth
monitoring program as a branching program
(see Sec. III-B  for detail), which is
encrypted under the vespective directed
branching tree. Then the company delivers
the resulting ciphertext and its company
index to the cloud, which corresponds to the

Store algorithm in the context.

When a client wishes to query the cloud
for a certain mHealth monitoring program,
the 7#th client and TA run the TokenGen
algorithm. The client sends the company
index to TA, and then inputs its private

query (which is the attribute vector
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representing the collected health data) and
TA inputs the master secret to the algorithm.
The client obtains the token corresponding
to its query input while TA gets no useful

information on the individual query.

During the last phase, the client delivers the
token for its query to the cloud, which runs
the Query phase. The cloud completes the
major computationally intensive task for the
client’s decryption and returns the partially
decrypted ciphertext to the client. The client
then completes the re-maining decryption
task after receiving the partially decrypted
ciphertext and obtains its decryption result,
which corresponds to the decision from the
monitoring program on the clients input.
The cloud obtains no useful information on
either the clients private query input or
decryption result after running the Query
phase. Here, we distinguish the query input
privacy breach in terms of what can be
inferred from the computational or
communication information. CAM can
prevent the cloud from deducing useful
information from the clients query input or
output corresponding to the received
information from the client. However, the
clond might still be able to deduce side
information on the clients private query

input by observing the clients access pattern.

This issue could be resolved by oblivious
RAM technique [29], but this is out of the
scope of this paper

]

[0, v i Max]

Fig. 1. Branching program

I11. SOME PRELIMINARIES AND
SECURITY BUILDING BLOCKS

A. Bilinear Maps

Pairing is crucial to our design, which
would further serve as the building blocks of
our proposed CAM. A pairing is an
efficiently  computable,  non-degenerate
function, ¢ : G x G — Gy , with the
bilinearity property: «<', 2 - «g 2" for
any 1, s € 7*, the finite field modulo g,
where G, and G, are all multiplicative
groups of prime order ¢, generated by g and
ag,  ©, vrespectively. It has  been
demonstrated that the proposed IBE is

secure under the decisional bilinear Diffie-
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Hellman (DBDH) assumption (which states
that in the 1BE setting, given (g < ,,], <
S), it is computationally difficult to decide

v

whether § - g, Details can be found in

[301.

B. Branching program

In this section, we formally describe the
branching programs [311, which include
binary classification or decision trees as a
special case. We only consider the binary
branching program (as shown in Fig. 1) for
the ease of exposition since a private query
protocol based on a general decision tree can
be easily derived from our scheme. Let v=(r7,

-, v,) be the vector of clients attributes. To
be more specific, an attribute component v; is
a concatenation of an attribute index and
the respective attribute value. For instance,
A/KW1 might correspond to “blood pressure:
130", Those with a blood pressure lower than
130 are considered as normal, and those
above this threshold are considered as high
blood pressure. Each attribute value is an ¢*
bit integer. In this paper, we choose 'to be
32, which should provide enough precision
in most practical scenarios. A binary
branching program is a triple /py, -, pif, Ls
I?. The first element is a set of nodes in the

branching tree. The non-leaf node p; is an

intermediate decision node while leaf node
p; is a label node. Each decision node is a
pair (a; t), where a; is the attribute index
and ¢ is the threshold value with which v,;
is compared at this node. The same value of
4; may occur in many nodes, i.e., the same
attribute may be evaluated more than once.
For each decision node 7, 7.(7) is the index of
the next node if v,; < #; IXJ7) is the index of
the next node if v,; » ¢, The label nodes are
attached with classification information. To
evaluate the branching program on some
attribute vector v, we start with py. If v, < ¢,
set

\Qj] u
e

[B. 1] {tz. MaxN 0. t] / -tz MaxIN

Pl oty

0. 41N e o LN (s MaxlY 3 o,N ftaMax] ¥
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I II BE IBII
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2 gool

Fig. 2. Using branching program to
represent a real monitoring program in
MediNet project

h - 1(1), else h - I(1). Repeat the process
recursively for p,, and so on, until one of the
leaf mnodes is reached with decision
information. To illustrate how a practical
monitoring program can be transformed into

a branching program, we use the monitor-

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.

International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 36



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT

VOLUME — 2, ISSUE - 6 (JUNE 2015)

IF-2.868 ISSN: (2349-0322)

ing program introduced in the MediNet
project 1321, [33] to construct a branching
program as shown in Fig. 2. The MediNet
aims to provide automatic personalized
monitoring service for patients with diabetes
or cardiovascular diseases. Clients input
their related health data such as systolic
blood pressure (BP), whether they missed
daily medications or had an abnormal diet,
and the energy consumption of physical
activity to the decision support system,
which will then return a recommendation
on how the clients can improve their
conditions. For instance, assume a
hypertension patient inputs an attribute
vector consisting of the following elements
“TSystolic BP: 150, Missed one medication-0
(indicating he did miss the medication),
Energy Expenditure: 900 kcal, salt intake:
1000  milligramsl” and the respective
threshold is “4 - 130, 4 - 0, & - 700kcal, ¢, -
1500”. The recommendation returned from
the monitoring program (Fig. 2) would be
"D, 1, Dy (by following the path through
comparing each attribute element with the
respective threshold at each mnode), which
indicates the clients need to "notify next kin,
modify daily diet, and take regular
medication”. The health data related to the
input attribute vector can be sampled either

by a portable sensor or input by the client

C: Homomorphic encryption

Homomorphic encryption is widely used as
an underlying tool for constructing secure
protocols in the literature [341, [35]. CAM
adopts a semantically secure additively
homomor-phic public-key encryption
technique. Intuitively, for homo-morphic
encryption HEmne(+), given two encrypted
messages Ence(my) and HEnc(m,), the
encryption of the addition of the two
underlying messages can be computed
additively as follows: HEnc(my, + m,) -
HEnc(my) #*HEnc(mm,), where * is the
corresponding operation in the ciphertext
space. A typical additively homomorphic
encryption scheme was proposed by Paillier
cryptosystem  [361, [37].  Homomorphic
encryption enables a client to obtain the
token corresponding to the input attribute

vectors obliviously from TA.

D Multi-dimensional range queries based

anonymous IBL

Since Multi-dimensional range queries
(MDRQs) are used in our proposed scheme,
we briefly describe MDRQs here. MDRQs
were first proposed by Shi ef a/ [38], which
has been further adapted [391 to construct a

reputation-based encryption scheme. In
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MDRQs system, a sender encrypts a message
under a range [ 71, 151 (or a (‘bit data v), and
a receiver  with  the privacy key
corresponding to the range [ 11, 1,1 (or a (*bit
data v) can decrypt the underlying message.
The generated ciphertext can guarantee the
privacy of both the underlying message and

the respective range or data under which the

message is encrypted.

The basic idea of MDRQs is as follows: a
(‘level binary tree is employed to represent
the (*bit data (or the range). The root of this
binary tree is labeled as L. The left child
node of a non-leaf node sis labeled as ) and
the right child node is labeled as sl. As a
result, all the leaves from left to right will
be labeled with a binary string from 0, 0, -+,
0tol, 1, -, 1, corresponding to all the
possible C*bit data. To represent a range [ 14,
nl €10, 2¢ =11, a minimum set of roots of
subtrees covering all the leaf nodes in this
range is used. Take a system with 3-bit data
for instance (Ifig. 3), the minimum root set

to
represent a range [001, 1001 is Sgo1100 - 2001,
01, 100. Apparently, the minimum root

representation set is unique for

a specific range and contains only at most '

elements [381. To represent a (*bit data v, we
first find the respective leaf node, then use
the collection of all nodes on the path from
the root to this leaf node. As shown in Iig. 3,
the collection Sy = /£, 0, 01, 010 / represents
010. In order to test whether 010 belongs to
the interval 1001, 1001, one only needs to
check whether there is an intersection node

between the two representation sets.

MDRQs can Dbe constructed from an
anonymous identity-based encryption (A-
IBE) scheme [40]. Compared with the
traditional IBIl scheme where a ciphertext
can only hide the privacy of the underlying
message, the anonymous IBIZ scheme can
hide both the privacy of both the receiver
identity and the underlying message. To
encrypt a message m under a range [ry, 1l
(or a vector v), a sender treats each element
in Sy (or Sy) as an identity in the identity
space in the A-IBIL scheme and encrypts m
under all those identities one by one. The
receiver with a C*bit data v (or a range [,
1l) obtains private keys corresponding to all
the identities in S, (or § 1.2 securely from
TA. Thus, only when a receivers id falls into
the range can he decrypt the message since
this is the only case when there is an
intersection identity id between

> and S
5[ I 1;3] nd v
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MDRQs play a vital role in our CAM design
because all the comparisons between the
client input vector and the respective
thresholds at intermediate decision nodes
are implemented using MDRQs. At each
decision node a; the respective threshold ¢ is
represented as two minimum root sets: [0, #1
and (7, Maxl. For instance, the systolic BP
threshold % -130 in the example in Sec. I11-
B can be represented by the two root sets in a
binary tree of 8 levels using the
representation approach introduced earlier.
The index of the next decision node (or the
decision results of the label node) is
encrypted under the respective range.
Meanwhile, the respective client input, i.e.,
BP-150, is represented as a path node set.
Then, the decryption result of MDRQs

determines the index of the next node.

In the MDRQs in our CAM, we adopt the
Boneh-Franklin IBE (BF-IBIY) scheme
[301 as the underlying anonymous IBI
scheme since it is one of the most efficient
existing anonymous IBE schemes [401. This

scheme is briefly described as follows:

AnonSetup(1 ):  This algorithm is
performed by TA. Up-on the input of the

security parameter 1, TA outputs the

system paramejer PP

the key pair of TA

=(G.Gr, @ g, v, H, i=1,2,3,4),
(pk, msk) = (¢°, s)=(v, s), where

(g, 2 G, Gy, e) < BSetup(l), gis a random
primitive root of order p from G, s is the
master secret, and H;, (i - 1, 2, 3, 4) are
cryptographic hash functions as specified in
[401. The system parameter /2P is included

in the following algorithms implicitly.

Anonlixtract(id, msk): This algorithm is
performed by TA. Upon the input of an
identity id and the private key msk - s of
TA, TA outputs the private key
corresponding to id: skjq -

HGd)

AnonEnce(id, PP, m): This algorithm is
performed by the encryptor. Upon the input
of m € M and an identity id, it outputs the
ciphertext ' - (¢, ¢, &), with r - Hy(mjo),
a -4, & -0 @ W), )Y, ¢ - m D
H(0), where ¢ is a random element from M.

AnonDecryption((; sk;q" ): This algorithm
is performed by the decryptor. Upon
receiving a ciphertext C'under id, and a
private key sk;q’, the algorithm is as follows:
Compute ¢, @

Hy(«(skiy', ¢))-0 and ¢ @ H(o)-miff id -
id.

1. Decryption outsourcing

The pairing-based IBI system [301 and its

extensions such as attribute-based
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encryption [41], [42] has a reputation of

costly decryption workload due to the
bilinear paring opera-tions in the decryption
steps. Moreover, the pairing computa-tion is
considered to be especially computationally
intensive for resource-constrained mobile
phones. For example, for a chosen pairing
function, the computation time on a PC with
2.40GHz Intel(R) Core 2 Quad, 3 GB RAM,
and Windows 7 is 14.66ms while that on an
Android 2.3.2 with 1GHz ARM Cortex A8
and 512 MB RAM is as high as 332.9 ms.
Thus, we seek decryption outsourcing to ease
the  computational  complexity.  The
decryption outsourcing in ABE was first
proposed by Green et al [25]. It enables a
client to transform his secret key to the
transformation key and then delegates it to
an untrusted server (e.g., a cloud) to use it to
transform the original ciphertext into an Il
Gamal encryption of the original message.
The client only needs to compute simple
exponentiation operations to obtain the
underlying message. In CAM, we intend to
apply the outsourcing decryption technique
to MDRQs based on the BF-IBE scheme.
The BIF-IBE based outsourcing decryption

is shown as follows.

AnonSetup(1 ): This algorithm is exactly
the same as the original BF-1BE.

AnonMaskExtract(id, msk): This algorithm
is performed by TA and a client. The client
chooses a random number z €7, then
computes Hy(id)”, and deliver H(id)” to TA,
who will

output a transformation key

corresponding to id: tky; - FH(id)”. The

client keeps 7 as its private key sk;q.

AnonEnc(id, PP, m). This algorithm is
exactly the same as the original BI-IBIE

and output Gy - (¢, &, ).

Transform( iy, tk;q): This algorithm is
performed by the cloud. The cloud parses ({4
- (e, ¢, ¢3) and then computes w - dtk;y, o).
Then it outputs the transformed ciphertext

Ga - (e, e9 03) = (W, &, &3).

AnonMask Decryption( ({(]; 7). This
algorithm is per-formed by the client. Upon

receiving the input of a ciphertext

under id together with client
i his secret z the parses
) and then
(' -(¢ , e, ccompute a7 recovers
i
d 123 1

o - ¢y @ Hy(u). Then the message m can be

obtained by m - ¢ @ H(o).

It can be easily verified that the above
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scheme is indeed correct. We observe that in
this construction the client only needs to
compute one exponentiation in order to
obtain the message, and the costly pairing
operation is completed by the cloud. It can
be shown as done in [25] that our proposed
BF-IBE with outsourcing decryption is
secure against replayable chosen ciphertext
attack (CCA), which implies that the fol-
lowing mask privacy: TA obtains no useful
information on the client’s identity id since
H(id)” is just a random element to TA
under random oracle model. Neither does the
cloud obtain any useful information on the
client's decryption result or the client
identity id since the transformation key tk;q
- H\(id)” reveals nothing on id either.

I Key private proxy re-encryption (PRI)

Another technique we will use is the proxy
re-encryption (PRE), which was first
proposed by Blaze et al. [43]1, and further
formalized by Ateniese et al. [44]. Proxy re-
encryption allows an untrusted proxy server
with a re-encryption key (re-key) rk,p to
transform a ciphertext (also known as first
level ciphertext) encrypted for Alice
(delegator) into one (second level ciphertext)
that could be decrypted by Bob (delegatee)
without letting the proxy obtain any useful

information on the underlying message.

Proxy re-encryption can be categorized
according to various properties:
unidirectional  or  bidirectional, non-
interactive or interactive, collusion resistant
or not, key private or not, and transferable
or non-transferable. In our scheme, we
emphasize two most relevant properties:
unidi-rectionality and key privateness.
Unidirectionality means that delegation
from A — B does not allow delegation in the
opposite direction. Key privateness implies
that given the rekey rk,.p; the proxy
deduces mno information on either the
identity of the delegator or the delegatee. In
CAM, the monitoring program delivered by
the company is encrypted using an MDRQs
scheme and the ciphertext is stored in the
untrusted cloud. The company then delivers
several re-encryption keys to the cloud. The
key private property can guarantee that no
useful information about the underlying
identities, corresponding to the thresholds of
the intermediate nodes, is leaked to the
cloud. By adapting proxy re-encryption, we
intend to reduce the encryption workload for
the company. Although proxy re-encryption
has been recognized as an important tool for
access control on the cloud, we believe
another  property  re-key  generation
efficiency should be added to the proxy re-

encryption scheme in order to render it as a
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more efficient tool for outsourcing
encryption to the cloud. Re-key generation
efficiency  basically means that the
computation of the re-key generation should
be much less than that of the first level
encryption in PRI, which is extremely
useful when the proxy re-encryption scheme
serves to outsource massive public key
encryption operations. In our scheme, we
devise a new ID-based key private proxy re-
encryption scheme with lower cost of re-key
generation comparing with the original
encryption algorithm. Different from the
traditional identity-based PRIL system [45],
our rekey generation algorithm is run by TA
rather than the company. The company is
required to obtain the secret keys for the
identity A from TA in the traditional 1D-
based PRE scheme, which means A is
known to TA. We further let TA know the
identities of both A and 5. As a result the
improved rekey generation is much more
efficient than the traditional rekey
generation.

IV. CAM DESIGN

We are ready to present our design CAM:
cloud-assisted privacy preserving mHealth
monitoring system. To illustrate the
fundamental idea behind this design, we

start with the basic scheme, and then

demonstrate how improvements can be made
step-by-step to meet our design goal. Some of
the variables in the following illustration
may have already been defined in the
previous sections. The system time is divided
into multiple time periods, called s/ots, each
of which can last a week or a month
depending on specific application scenarios.
There is an estimated maximum number of
users N requesting access to the monitoring
program in any given slot. When a client
attempts to access the program, it is assigned

an index 7 €11, N1 by TA.

A. Basic CAM

The following basic¢ scheme runs the BI-
IBE system as a sub-routine and is the
fundamental building block in our overall

design.

Setup: This algorithm is performed by TA,
which publishes the system parameters for

the BF-IBE scheme.

Store: This algorithm is performed by the
company. For each mnode p; whose child
nodes are not leaf nodes, the company runs
Crp - AnonEnc(id, PP, I())) and Cp; -
AnonEnc(id, PP, IXj)) to encrypt the child

node indices un-
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der id with either id € Sy 1 or id € §
:Max, Tespectively. When the child nodes of
p; are leaf nodes, the company

generates the ciphertext as Cp; -

AnonEnc(id, PP, my;)

and Crjp - AnonEnc(id, PP, mpy ), where
my;, and  mpg; denote the attached

information at the two leaf nodes,

respectively. All the generated ciphertexts
are delivered and stored in the cloud.
TokenGen: To generate the private key for
the attribute vector v-(», -, v,), a client
first computes the identity representation set
of each element in v and delivers all the n
identity representation sets to TA. Then TA
runs the
AnonExtract(id, msk) on each identity id €
S,; in the identity set and delivers all the

respective private keys sk,; to the client.

Query: A client delivers the private key
sets obtained from the TokenGen algorithm
to the  cloud, which  runs  the
AnonDecryption algorithm on the ciphertext
generated in the Store algorithm. Starting
from py, the decryption result determines
which ciphertext should be decrypted next.
For instance, if v € [0, #{1, then the

decryption result indicates the next node

index Z(7). The cloud will then use sk, ;.
to decrypt the subsequent ciphertext Cj,.
Continue this process iteratively until it
reaches a leaf mnode and decrypt the

respective attached information.
B. CAM with Full Privacy Preservation

The basic scheme has the following
security  weakness: first, the identity
representation set for a eclients attribute
vector v is known to TA, and hence TA can
easily infer all the clients private attribute
vector. Second, the client cannot protect his
privacy from the cloud either because the
cloud can easily find out the identity
representation for the private key sk,; , 7 €
[1, #1 by running identity test in MDRQs.
The cloud can simply encrypt a random
message under any attribute value v until
when it can use sk,; to successtully decrypt
the ciphertext, which means there is a match
between v - v; and hence it successfully finds
out v Third, neither can the data privacy of
the company be guaranteed since the identity
representation of the respective range is
revealed to the cloud whenever the
decryption is successful due to the match
revealing property (see Sec. III-D) of
MDRQs. The cloud can finally figure out

most of the companys branching program
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since it has the private keys of all the system

users.

To rectify the weakness of the basic
scheme, we provide the following
improvement. The high level idea (as shown
in Fig. 4) is as follows: in order to avoid
leaking the attribute vector to TA, the client
obliviously submits his attribute vectors to
TA so that he can obtain the respective
private keys without letting TA get any
useful information on his private vector. The
client runs the outsourcing decryption of
MDRQs to ensure the cloud completes the
major workload while obtaining no useful
information on his private keys. On the
other hand, the company will permute and
randomize its data wusing homomorphic
encryption and MDRQs so that neither the
clound nor a client can get any useful
information on its private information on
branching program after a single query.
Meanwhile, the company is also required to
include the randomness in the
randomization step in the encryption sent to
TA to guarantee that TA can successtully

generate tokens for clients.

The improvement consists of four steps
just as in the basic scheme. We will show

how this improvement meets the desired

security requirements. his algorithm is
performed by TA, which publishes the
public parameter 2P for the anonymous

IBE.

[Btore: This algorithm is performed by the company. Let
PRF(s, 1) be a pseudo-random function (see [46] for de-
tail) which takes as input a secretkey s andan 3, ie,

PRF: 0, 1)<[1,N il — 0, 1), where N
is the maximum number of the clients
accessing the company branching program

in a time slot.

For 7 -1 to N, the company first computes
0;;- PRF(s, (i = 1) # k+ j), where j €11, kl.
For j €11, k1, the company obtains all the

identity representation set Sq.; . ;1

and Sy . ;) Where Max denotes the

maximum number, i.e., (1,..., D¢’ .

For i-1to N, let Q; be a random permuta-
tion of (1, 2, -+, k) with Q{11 - 1. For each
node p; whose children are not leaf nodes,

the company selects t-

wo symmetric keys Koz, Koimp- Then, it
runs the encryption algorithm AnonEnc(id,,
PP, K 10/ QL L))

and AnonEnc(idy, PP, K mjy/QL H D),
where id, €

b[()’.t'_i n 11] and 1112 e b[ f] i +1,'JIIPIX]’ which will

result in
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two ciphertext sets (o7 and Coq
,[Y,’]&/((Q][l{])]} ((2][1{])]/ Then, k(e,[l,(])] and
k(gl[ B(])] are

used to encrypt the ciphertexts 7€ 1, and
TChi iy, respectively, using a semantically
secure symmetric key en-cryption scheme .
This guarantees that the client could have
the opportunity to further query one of the
child nodes only when its attribute value

falls into the respective range.

When p; is the parent node of leaf nodes,
then the two symmetric keys are used to
encrypt the information attached to the two

leaf nodes, respectively.

The company delivers all the ciphertexts,
including the public key and symmetric key
ciphertexts according to the permuted order,
to the cloud while delivering both the

pseudo-

PRF(s,
random function i),

lay, -, af, to TA.

TokenGen: To generate the private keys
for the attribute vector v=(v, =+, v,), the i-th
client first generates a pub-lic/private key
pair for a homomorphic encryption scheme,
HIEne(+), and sends the public key and
HEne(r) to TA.

the random permutation func-
tion Q; andthe concerned attributes of the program,i.e.,

For j €11, kl, TA computes HEnc(v,; +5,)
from HEnc(d;) and HEnc(v,; ). Then it
applies the permutation function Q; to the
index set fa, -+ , a4/, and return the
ciphertext HEnc(v,; + J,) according to the
permuted order. The client decrypts the
returned ciphertext HEnc(v,; + J;) and
obtains v,; + d;; for j €11, kl. We note that
0

;i statistically hides the respective vector
elements v,; when C is sufficiently large
[311, [47], which would further hide the
concerned attribute set of the branching
program from the client. The client first
decides the identity representation set S,,; , ;;
. For each iden-tity id € S,; . ;;, the client
runs AnonMaskExtract(id, msk) with TA to
generate the transformation key tk;,.
Multiple instances of AnonMaskExtract(id,
msk) can be run simul-taneously in here to
guarantee a constant communication round.
The generated transformation keys for S,,; .
i can be delivered directly to the cloud
according to the permuted order. Neither TA
nor the cloud can obtain any useful
information on the underlying identity
representation due to the mask privacy of the
AnonMaskIixtract algorithm in Sec. T11-D.

We observe that, comparing with the basic

scheme, the cloud obtains no useful
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information on the company’s branch-ing
program. Due to the usage of permutation
function, or the respective randomized
thresholds  from  the  pseudo-random
function, and the security of the MDRQs
system, the cloud obtains mno useful
information on the order of those intermedi-
ate nodes either. The cloud cannot find out
the query vector v by performing identity test
either because the transformation keys the
cloud obtains during the query process
cannot be used for identity testing. Indeed,
those transformation keys leak no private
information on the query vector v due to the

mask privacy discussed in Sec. ITI-D.

Fig. 4. CAM with Full Privacy

Preservation

The company can protect the data privacy
from individual clients, especially the
thresholds and orders of those branching
nodes irrelevant to the client's final decision
result, because the client does not even have

a chance to perform the respective queries

due to the semantic security of MDRQs and
symmetric key encryption scheme. However,
the client might be able to figure out the
attribute thresholds of the intermediate
nodes and their respective orders if those
nodes lead to the final decision result due to
the match revealing property of MDRQs, but
this is all the possible side information the
client can get. An interesting bonus of this
improvement is that TA does not obtain
much information on the company’s
branching program either. As a matter of
fact, the only private information TA can
infer from the information delivered by the
company is the indices of the concerned
nodes in the branching program (! Final
CAM  with Full Privacy and High

FEfficiency

Although the above improved scheme does
meet the desired security requirements, the
company may need to compute all the
ciphertexts for each of N clients, which
implies huge com-putational overheads and
may not be economically feasible for small
mHealth companies. In this section, we
provide a further improvement to reduce
both the computational burden on the
company and the communication overhead
for the cloud. The high level idea (as shown

in Fig. 5) is as follows. We employ a newly
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developed key private re-encryption scheme
(introduced in Sec. 1V-(C1) as an underlying
tool. Inmstead of computing a ciphertext for
each client, the company generates one
single ciphertext, which will then be
delivered to the cloud. The company will
then obliviously deliver the identity
threshold representation sets for the
thresholds of the decisional branch-ing
nodes and the indexes of the concerned
attributes to TA so that TA can generate the
ReKeys corresponding to the rest clients in
the system using the key private ve-
encryption scheme. The generated rekeys are
then delivered to the cloud, which can then
run the re-encryption scheme using the
rekeys and the single ciphertext delivered by
the company to generate

the ciphertexts for the rvest clients. The
proposed re-encryption scheme incorporates
the outsourcing decryption so that the other
security and efficiency characteristics in the
final CAM are inherited here. Besides, the
decryption algorithm of the proxy ve-
encryption scheme induces much less
interactions between clients and the cloud
comparing with that in our improved

scheme.

Since the final scheme is based on the

newly proposed key private proxy ve-

encryption scheme, we will present this

scheme first.

D) Key private proxy re-encryption scheme:
The proxy re-encryption scheme consists of

the following six algorithms.

Setup(1 ): This algorithm is performed by
TA. Upon receiving the input of the security
parameter 1 , TA outputs the system
parameter (G, G, q g I, i-1,2,3,4,5),
the key pair for TA (pk, msk) - (y; 9) - (<,
s5), where G, G are bilinear groups of prime
order ¢, g is a random primitive root in G,

I, (i €1, 2, 3, 4,5} are cryptographic hash

functions.
0,1 —G Hy:GxG— 77, Hy: M~
M— 7,

H,: Gp— MM, and Hy: GxM-M — G. The
system parameter is included in the

following algorithms implicitly.

Ext(id, msk): This algorithm is performed
by TA and a client. Upon receiving the input
of an identity id, the client first picks a
random number z € 77, computes u -
H(id)” and sends to TA. TA outputs the
transformation key cor-responding to id: m, -

i’; where s - msk and sends it
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back to the client. Then the client computes
his private key sky - o'y” - HGD)™ ' -
H(id)>. We mnote that TA obtains no
information on the client identity because

H,(id)” is just

a random group element under random
oracle model. The transformation key can be
publicly distributed due to the same reason

[251.

ReKey(idy, idy, msk): This algorithm is
performed by TA. Upon receiving the request
from delegator D of re-encryption from id,
to idy, it first runs the Ext algorithm on id,
to generate skigs . Then it outputs the re-
encryption key from id; to idy:

(M @)

Thigigy ~  (idyid, - Tigid, )

(H’l(id1)s' gHz(Skid2||Nid1;id2) ]

= Md1,‘id2)

Enc(id, m): This algorithm is performed by
the company. Upon receiving the input m €

M, an identity id, it outputs the

ciphertext ('- (¢, ¢, &), where r - Hy(mjo),
¢ - &, ¢ - (ofm) @ H(«CH (), ), ¢ -
Hy(e))es)" where o

is a random element from M, the message

space. Relne(Gqyy , rkaee ) This

algorithm is performed by the
proxy. Upon receiving the input  of an original giphertext
Ga. =(ct, c2, c3)underidentity idq, and are-encryption
key rkigsidz from idy toidy, if e(c1, Hs(ct]le2) = elg, c3)
holds, then it outputs the re-encrypted ciphertext Cig, =

(e, e.0.,

) ) with s =elg, o ), o = =(c . zE ), and
1 2 3 4 1 1 3 1 W

D If (4 is an original ciphertext (¢, ¢,
¢), compute
o @ H(«(skig, e) - (o)m) B
H(eCHi(id), »)")
@ H,(« H\(id)’,
&) - of/m
If ¢ - g and ¢ - Hy ¢yffey)™ ™
both hold, output m; otherwise, output
L.
DIf C'is a re-encrypted ciphertext ((’ll, Gy, (*’3,
¢y (assume that the receiver of the re-
encrypted ciphertext is i(l’),

Fompute

)
.
m et & c2
I R ™ I1Aaaa )
= (olg, g2 M) )
- @ldllm) @ Ha(e(f(id), ¥)) = dllm
lfer = elg, o 1M holds, output m; otherwise,

qutput +.

The last step can be omitted if only chosen
ciphertext —attack (CPA)  security is
considered. The CPA security * is sufficient
in practice assuming there is a secure and
authenticated channel between the company

and the cloud.
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2) Final CAM with Full Privacy and
High FEfficiency: With the above newly-
proposed key private proxy re-encryption, we
are now ready to design our highly efficient

CAM with full privacy.

Setup: This algorithm is performed by TA,
which runs the Setup algorithm of the proxy
re-encryption scheme and publish the
respective system parameters.

Store: This algorithm is performed by the
company. Let PRIF(s, 7)) and PRF(s;, 1) be

two pseudo-random functions

which take as inputs a secret key s;, j € 0, 1/
and an 7, i.e, PRIF: 0, 1) x[1, N * k&1 — 0,
1/ o , where N denotes
the maximum number of the clients
accessing the company’s
data in a time slot.
The company first computes 0 ,;,»(0) -
PRE(s, (i—1) *k + )),
5,7 - PRE(sy, (i— 1) * k+ j)and 6, - 6,

+0 ,;,'(0), where
J €11, kl. For j € [1, kl, the company
obtains all the identity "rreentation sct 70,2 +

1 and b[ tl i I:I,+1’11[("IX]'

Let Q be a random permutation of the set

I, &/ -7, 2, -, k) with QI11 - 1. The
company delivers PRF(s), ), {t; + 6, aji €
[1, NI, j €11, k1) and Q to TA, which
computes the identity representation set as
the company does.
For j €11, kl, TA runs the ReKey(id,, id,,
msk) algorithm
ML €0+ 1 MY N0+ oy, M
€
Tty + g+, Max] ™ 92 €N g o oy 1 MaxT
Although the ospective two representation sets

might not have the identical

number of elements, the rekey generation
process can simply start from the first
identity element of both sets until the set
containing fewer identities exhausts all its
identity elements. TA then returns all the
generated rekeys according to the permuted

order QI /I to the cloud.

Starting with p;, the company selects two
symmetric  keys Kgzn, Kgmy for each

decision node p; whose children

*Interested readers are referred to the full
version of this paper [48] for the details of

the proposed proxy re-encryption scheme.
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Fig. 5. Final CAM with Full Privacy and
High Efficiency

are not leaf nodes. Then, it runs the

encryption algorith-

m Ence(idy, K z/QLLCHT) and  Enc(id,,
Ko /D, "™ 1 €0:5; -+ 517 12 €
Tt + 1 Max ! "™ tively, to generate two
ciphertext sets ({7, and Cy g

B TGIQUEGY QU QUL ™

KQLA )1 e then

used to encrypt the ciphertexts 7€y, and
TCy iy Tor the two child nodes, respectively,
using a semantically secure symmetric key
encryption scheme. When p; is the parent
node of the leaf nodes, the two symmetric
keys are used to encrypt the information

attached to the two leaf nodes, respectively.

The company then delivers all the

resulting ciphertexts and o 1.'1'(]) to the cloud.
All the ciphertexts for each node, either the
public key ciphertext generated from the
proxy re-encryption scheme or the symmetric
key encryption scheme, will be aligned to the

permuted order QI ;1 in the cloud.

For 7 € [1, N1, the cloud generates the
ciphertexts corre-sponding to the i~th client
as follows: starting with py, the cloud runs
the ReEnc(Gqy , rkgiiee ) algorithm to
reencrypt the ciphertexts using the rekey
from TA with id; € S¢ . jj1

and B2 S50 e ey T oridq
here. Theresulting public key

Sy 4y +1,Mex] 29

id2_ o Ss Gty +1 M)
ciphertexts along with the original
symmetric key ciphertexts constitute the

ciphertext sets for the 7th client.

TokenGen: To generate the private key for
the attribute vector v-(v, -+, v,), the i-th
client first generates a pub-licprivate key
pair of a homomorphic encryption scheme,
and
sends the public key and HEne(r) to TA.

TA computes HEnc(v,;, + ¢ ,j(o)) from
HEnc(o ,;,-(0)) and HEnc(v,; ). Then TA
permutes the resulting ciphertext accord-
ing to Q and sends them according to the

order of Qlag, j €1, kl to the cloud, which

will  then return  HEne(v,, +5,:,<(0) +
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5,:,-(])):HE11('( v,y + 0;) to the client. The
client then decrypts the returned ciphertext
and obtains v,; +J,; for j €11, kl. The client
then determines the identity representation
set for each S,,; . ;. For each identity id €
Sy, + ij » the client runs the Ext(id, msk)
with TA to denerate the respective
transformation key, which is directly

delivered to the cloud.

Query: The client delivers his index 7 to
the cloud which will then return the
respective ciphertext. The client can either
download all  the ciphertexts and
transformation key and perform the rest

decryption steps, or he could start to

run l)e-c(skid, (’id), where id g S[O,'l‘ﬁ— il] or S[tl"'
,-1+1,:/l[;1,x"] to decrypt from p; and then

download the ciphertext and the

transformation key for the next node
according to the decryp-tion result. If he
chooses the latter approach, then he only
needs to access the ciphertext corresponding
to a path from the root node to a leaf node
instead of all the ciphertexts for all nodes in
the directed branching tree. However, in so
doing, the client has to access the cloud
multiple times proportional to the length of

the path. Compared with the first

improvement, the cloud does not need to
perform any computation when it interacts
with the client in this case because the client
alone can complete all the necessary
decryption steps. On the other hand, the
client does not need to compute any bilinear
map since the bilinear operation has already
been completed by the cloud due to the
preprocessing step in the ReEne( Gy , rkqy 400

) algorithm as shown in subsection TV-C1.

V. SECURITY ANALYSIS AND
PERFORMANCE EVALUATION

In this section, we evaluate our proposed

CAM.

A. Security

In our CAM, we observe that the cloud
obtains no infor-mation on either the
individual query vector v or the company
diagnostic branching program as in our first
improvement. The cloud obtains no
information on the company’s branch-ing
program due to the semantic security of the
proxy re-encryption and symmetric key

encryption scheme. The secrecy
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generation

of the ciphertexts in the encryption schemes
guarantee that the cloud can neither find
out the information attached to the leaf
nodes nor the order or the thresholds of
intermediate branching nodes. The key
privacy guarantees that the cloud obtains no
useful information on the branching
program  while  completing all  the
computationally intensive encryption
operations for the company. As in the first
improvement, the transformation key
contains no information on a clients query
vector v due to the mask privacy, which
defeats the cloud’s attack through the
identity testing.

Moreover, a client can only gain
information on his decision vesult and
certain side information on the relevant
nodes leading to his decision result as in the
first improvement, which we consider to be

reasonable since we commonly know that a

doctor usually informs his patients their
medical information in practice. On the
other hand, the trusted authority and the
company have the motivation to collude to
obtain information on the client query
vector v. However, this attack cannot succeed
because TA obtains no information during
the private key generation process as stated
in the Ext algorithm of Sec. IV-C1 and all
the individual decryption is done on clients
devices. We note that TA in our final CAM
can only infer from the indices of relevant
nodes of the branching program delivered by
the company just as in the first

improvement.

We have also carried out formal analysis
in the appendix to show that our proposed
key private re-encryption scheme is secure
and privacy-preserving under random oracle
model and under decisional bilinear Diffie-
Hellman  (DBDH)

demonstrate that our CAM can indeed

assumption,  and

achieve our design goal.

B. Efficiency

To assess our CAM, we conduct a few
experiments. We used a laptop with a 2.4

G Hz processor with a 4GB of RAM to
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simulate the cloud server and the company,
and 1 GHz AMR-based iPhone with 512MB
RAM to simulate a client. All the timing
reported below are averaged over 100
randomized runs. We assume a maximum of
k = 1000 nodes in the branching program,
which can express most complicated decision
support systems as used in the MediNet [32]
with 31 nodes (Fig. 2). The attribute vector
has a maximum of n - 50 attributes, which

contain much richer information than the

Fig.

B %108 izon of company ion costin two improveme

first
Finsl

2.5

Company time o8l in mconds

100 200 300 400 500 500 700 500 300 1000
Systemusernumber N (Node numberk=1000} o

Fig. 7. Comparison of company
computations in our two improved CAM

designs

of company overhead

first
— —  Finsl

Comm unicalion overheadn MB

100 200 300 400 500 600 700 200 200 1000
Systemusernumber N (Node number k=1000) o

Fig. 8. Comparison of  company
communication overheads in our two

improved CAM designs

MediNet project with four attributes. We use
the benchmark results from the PBC library

[49] for our evaluation.

In the final CAM, all the costly operations
for the company is the computation of the
ciphertexts delivered to the cloud. All the
company needs to perform are the first level
encryp-tion in the proxy re-encryptions and
the rest symmetric key encryptions, which
basically consist of a hash computation and
an XOR operation. The symmetric key
encryption is far less computationally
intensive than the public encryption scheme,
and the computational cost of the company
is determined by the first level encryption.
For each node p;, 7 €11, kl, the company is
required to generate at most 21()g(J[;zX')=2( C

+ Y) first level ciphertexts since the two

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.
International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 53



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT

VOLUME — 2, ISSUE - 6 (JUNE 2015)

IF-2.868 ISSN: (2349-0322)

randomized intervals can be represented by
21(),(3()1;1)1') identities. Assuming (' - 32
(which provides high enough precision for
the medical mea-surements), then € 280 is
enough to statistically hide the original data
[501. For each node, the company is required
to perform at most 2(32+80) = 224 first level
encryptions, each of which contains one
bilinear pairing and two exponentiation
operations when only CPA security is
considered, which takes a modern 64-bit PC
roughly 24 ms [49] to complete. There-fore,
it takes roughly 5.4s for the company to
complete an encryption for a branching
node. Since our branching program has a
maximum of & - 1000 nodes, it takes less
than two hours to generate the ciphertexts
for the entire branching program. Iig. 7
shows the comparison between the
computation of the company in the two
improved CAM designs. The company's
computation is linearly dependent on the
number of clients while the cost in the final
CAM is constant close to zero since all the
company needs to accomplish is the initial
encryption. The computation overhead of the
company is reduced due to the usage of key
private proxy re-encryption scheme.

TA is required to generate rekeys for
the identity representa-tion sets for different

users. ach run of ReKey(idy, id;, msk)

algorithm costs TA three exponentiation
operations. To gener-ate rekey sets for
different users, T'A needs to perform at most
21()g(]l[{1,\")=2(( S+ ,!)=224 rekey generations
for each node. TA is required to compute 2 #
10000C + ) * 3-2000 * 336 modular
exponentiations for each client, which takes
roughly 201.6s. Fig. 6 shows the computation
of rekey generations of TA depending on the
number of branching nodes. The cloud is
required to generate the ciphertexts for
clients by running the ReEne algorithm.
Fach run of Reline algorithm costs the
cloud exactly two pairing computations. For
each client, the cloud needs to perform 2
HAog(Max) *k # - 4 (' + () *k pairing
computations. Therefore, the cloud needs to
perform 4 * (N — 1) *» (C'+ () * Kk pairing
computations in our CAM. Fig. 9 shows the
computation of the cloud in our evaluation.
The communications between the
company and TA are low since the company
only needs to deliver the description of a
pseudo-random function and permutation
function, and N * Arandomized thresholds
to TA. The company needs to deliver two
field elements (which are roughly 2K
long), i.e., the seeds of the pseudo-random
function and permutation function, which

are sufficient enough for the description of
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the pseudo-random function assuming they
have already agreed on which family of
pseudo-random functions they are using.
Each randomized threshold is 112-bit long,
and the company needs to deliver roughly
112KB to TA for each client in CAM. We
note all this workload can be done offline
and transparent to a client. However, the
company needs to generate the ciphertexts
for all clients and transfer them to the
cloud. The individual ciphertext consists of

ANog(Max) * k-2(C'+ (Hk BF-IBE

#

€ BeFogselgorithm workload forcloud server in final schems
<5 ANV
4 \j
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Fig. 9. Overhead of the Reline algorithm

in the cloud

ciphertext, each of which is
composed of three group elements.
Therefore, the communication overhead of
the com-pany is composed of 2000 = 112 *3n
group elements in the first improvement
while the company only needs to deliver
2000 * 112 # 3 group elements (for the first

level ciphertext generation at the setup

phase) and the other 112KB for each
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client in the final CAM. Fig. 8 shows the
comparison between the company
communication overhead in two improved
CAM  designs. We observe that the
communication overhead is significantly

reduced in the final CAM.

FEach client needs to complete n
homomorphic encryptions and decryptions

before he can obtain his private key set. The
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client needs to compute three modular
exponentiations  for each round of
homomorphic enecryption and decryption.
The client is required to run at most 2n
l()g(J[.'IX'}Q]f(( A ') instances of Ixt(id,
msk) algorithm, each of which takes the
client two exponentiation computations.
Assuming the identical parameters as in the
above, it will take the client 100* 112*2+50*3
exponentiation computations when n - 50 to
get all the private keys, which takes roughly
18 minutes to complete the computation. Fig.
10 shows the computation and
communication overhead for a client. The
individual decryption time is short since the
individual decision process generally forms a
path from the root node to one’s leaf node.
Therefore, each client only needs to perform
roughly 21(){1()[(‘15") log k times of Dec(skjq,
Cp algorithm. When only CPA security is
considered, each Dec(skyy, Gg) algorithm
requires  at  most 210{2()[;15") log
£=24112%10%0.3ms=0.7s  to complete. The
total computation time for the client is no
more than 19 minutes in our setting when n
= 50 and 4 = 1000. The client needs to receive
k randomized thresholds from the cloud and
delivers at most 2k log(Max)-2k(C + ()
group elements to TA. The communication
overhead contains roughly 225MDB data

assuming a 1024-bit prime modular is

used for the underlying group when k& -
1000. It only takes several seconds to deliver
those information if the current 802.11 cards
operate at hundreds of Megabits per second
depending on signal quality. Fig. 11 shows
the individual computation and

communication overhead in the final CAM.

C! Related work

Most of current private telemonitoring
schemes [511 are based on anonymization,
which are ineffective as we alluded before.
Another line of work focuses on privacy
preserving diagnostic programs [341, [52]. At
the end of protocol run, a client obtains
nothing on the diagnostic program but the
diagnostic result while the company obtains
no information on the clients private data.
All the existing solutions require the client
run multiple instances of oblivious transfer
protocol with the company after setup phase,
which means the company has to stay online
constantly. All the current solutions [311,
[341, [521 are based on garbled circuits,
which implies a client must download the
whole circuit to his device and complete the
decryption on his own. Besides, the private
computation or processing of medical
information over the cloud has also attracted
attention from both the security community

[5631, [54] and signal processing community
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1551, [566]. These works can be divided into
two categories. providing a solution for a
specific scenario such as private genomic test
[541 or private classification of users
electrocardiogram (E(CG) data [551, or
proposing a general framework for private
processing of monitored data [531 or
electronic health records [561. Although
these schemes are based on cloud computing,
they do not emphasize on how to transfer the
workload of the involved parties to the cloud
without violating the privacy of the involved
parties. Since our application scenario
assumes the clients hold relatively resource-
constrained mobile devices in a cloud
assisted environment, it would be helpful if
a client could shift the computational
workload to the cloud. However, there seems
no trivial approach to outsourcing the
decryption of garbled circuit currently. Our
proposed system adopts the recently proposed
decryption outsourcing to significantly
reduce the workload of both the company
and clients by outsourcing the majority of
the computational tasks to the cloud while
keeping the company offline after the

initialization phase.

VI. CONCLUSION

In this paper, we design a cloud-assisted

privacy preserving mobile health monitoring
system, called CAM, which can effectively

protect the privacy of clients and the

intellectual proerty of mHealth service
providers. To protect the clients privacy, we
apply the anonymous Boneh-Franklin
identity-based encryption (IBE) in medical
diagnostic branching pro-grams. To reduce
the decryption complexity due to the use of
IBE, we apply recently proposed decryption
outsourcing with privacy protection to shift
clients' pairing computation to the cloud
server. To protect mHeath service providers
programs, we expand the branching program
tree by using the random permutation and
randomize the decision thresholds used at
the decision branching nodes. Finally, to
enable resource-constrained small companies
to participate in mHealth busi-ness, our
CAM design helps them to shift the
computational burden to the cloud by
applying newly developed key private proxy
re-encryption technique. Our CAM has been

shown to achieve the design objective.

REFERENCES

[11P. Mohan, D. Marin, S. Sultan, and A.
Deen, “Medinet: personalizing the self-
are process for patients with diabetes

and cardiovascular disease using mobile

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.
International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 57



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT

VOLUME — 2, ISSUE - 6 (JUNE 2015)

IF-2.868 ISSN: (2349-0322)

telephony.” Conference Proceedings of
the International Conference of IKNEE
Engineering in Medicine and Biology
Society, vol. 2008, no. 3, pp. 755-758.
[Onlinel. Available:
http:/www.nebi.nlm.nih.gov/pubmed/191
62765

[2TA. Tsanas, M. Little, P. McSharry, and
L. Ramig, “Accurate telemoni-toring of
parkinson’s  disease  progression by
noninvasive speech tests,”

Biomedical Fingineering, IEEE

Transactions on, vol. 57, no. 4, pp. 884—

893, 2010.

[31G. Clifford and D. Clifton, “Wireless
technology in disease management and
medicine,” Annual Review of Medicine,
vol. 63, pp. 479—492, 2012.

[411.  Ponemon Institute, “Americans

healthcare

opinions  on privacy,

available: http:/Ainyurl.com/A4atsdlj,”
2010.

[51A. V. Dhukaram, C. Baber, 1. Elloumi,
B.-J. van Beijnum, and P. D. Stefanis,
“End-user perception towards pervasive
cardiac healthcare services: Benefits,
acceptance, adoption, risks, security,

privacy and trust, in PervasiveHealth,

2011, pp. 478—484.

[61M. Delgado, “The evolution of health
care it: Are current w.s. privacy policies
ready for the clouds?” in SERVICES,
2011, pp. 371-378.

[7IN. Singer, “"When 2+ 2 equals a privacy

question,” New York Times, 2009.

[S1E. B. Fernandez, “Security in data

intensive computing systems, in

Handbook of Data Intensive Computing,
2011, pp. 447—466.

[91A. Narayanan and V. Shmatikov, "Myths
and fallacies of personally identifiable
information,” Communications of the
ACM, vol. 53, no. 6,
pp- 2426, 2010.

[101 P. Baldi, R. Baronio, K. D.
Cristofaro, P. Gasti, and G. Tsudik,
“Coun-tering gattaca: efficient and secure
testing of  fully-sequenced  human
genomes,  in  ACM  Conference on
Computer and Communications Security,

2011, pp. 691-702.

[111  A. Cavoukian, A. Fisher, S. Killen,
and D. Hoffman, “Remote home health

care technologies: how to ensure privacy?

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.
International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 58



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT

VOLUME — 2, ISSUE - 6 (JUNE 2015)

IF-2.868 ISSN: (2349-0322)

build it in: Privacy by design,” Identity

in the Information Society, vol. 3, no. 2,

pp. 363378, 2010.

[121 A, Narayanan and V. Shmatikov,
“Robust  de-anonymization of large
sparse datasets,” in Security and Privacy,
2005. SP 2005 ILEEE Sympo-sium on.
TEEE, 2008, pp. 111-125.

rs3r  ——, “De-anonymizing social

networks,” in [EKE Symposium on

Secu-rity and Privacy. IEEE Computer

Society, 2009, pp. 173-187.

[141 1. Neamatullah, M. Douglass, L.
Lehman, A. Reisner, M. Villarroel, W.
Long, P. Szolovits, G. Moody, R. Mark,
and G. Clifford, “Automated de-
identification of free-text medical
records,” BMC medical informatics and

decision making, vol. 8, no. 1, p. 32, 2008.

[151 S. Al-Fedaghi and A. Al-Azmi,
“Experimentation with personal identi-
fiable information,” Intelligent

Information Management, vol. 4, no. 4,

pp- 123-133, 2012.
[161 J.  Domingo-Ferrer, “A  three-
dimensional conceptual framework for

database  privacy, Secure  Data

Management, pp. 193202, 2007.

(171 T. Lim, Nanosensors: Theory and
Applications in Industry, Healthcare,

and Defense. CRC Press, 2011.

[181  X. Zhou, B. Peng, Y. Li, Y. Chen, H.
Tang, and X. Wang, "To release or not to
release: evaluating information leaks in
aggregate human-genome data,”

Computer Security—IZSORICS 2011, pp.

607627, 2011.

[191 R Wang, Y. Li, X. Wang, H. Tang,
and X. Zhou, “Learning your identity
and disease from research papers:
information leaks in genome wide
association study,” in Proceedings of the
16th ACM conference on Computer and
communications security. ACM, 2009,

pp- H34-544.

[201 P. Ohm, “Broken promises of
privacy: Responding to the surprising
failure of anonymization,” UCLA Law

Review, vol. 57, p. 1701, 2010.

[211  P. Institute, “Data loss risks during
downsizing,” 2009.
[221  P. Dixon, “Medical identity theft:

The information crime that can kill

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.

International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 59



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT

VOLUME — 2, ISSUE - 6 (JUNE 2015)

IF-2.868 ISSN: (2349-0322)

you, in The World Privacy Forum,

2006, pp. 13-22.

[23]1 K. K. Emam and M. King, "The data
breach analyzer,” 2009, [Available at:
http:/www.ehealthinformation.ca/datalos
sl.

[241 K. Shaw, K. Ruby, and J. Post, "The
insider threat to information systems:
The psychology of the dangerous
insider,” Security Awareness Bulletin,

vol. 2, no. 98, pp. 1-10, 1998

[251 M. Green, S. Hohenberger, and B.
Waters, “Outsourcing the decryption of
abe ciphertexts,” in Usenix Security,

2011.

261 7Z Wu, 7Z Xu, and H. Wang,
“Whispers in the hyper-space: High-
speed covert channel attacks in the

cloud.

271 T. Kim, M. Peinado, and . Mainar-
Ruiz, Stealthmem: system-level
protection  against cache-based side

channel attacks in the cloud, in

Proceedings of the 2Ist USENIX
conference on  Security — Symposiiin.

USENIX Association, 2012, pp. 11-11.

(281 S. Dziembowski and K. Pietrzak,
“Leakage-resilient cryptography,” in
Foundations of Computer Science, 2006.
FOCSUS IEEE 49th Annual IEEE
Symposium on. 1EELE, 2008, pp. 293—
302.

[291  E. Shi, T. Chan, E. Stefanov, and M.
Li, “Oblivious ram with o ((logn) 3)
worst-case cost, Advances in
Cryptology—ASIACRYPT 2011, pp. 197—
214, 2011.

[301 D. Boneh and M. K. Franklin,

“Identity-based encryption from the weil

pairing,” in CRYPTO, 2001, pp. 213229,

[311  J. Brickell, D. Porter, V. Shmatikov,
and K. Witchel, “Privacy-preserving
remote diagnostics,” in Proceedings of
the Hth ACM contference on Computer
and communications security. ACM,

2007, pp. 498-507.

[321  P. Mohan, D. Marin, S. Sultan, and
A. Deen, “Medinet: personalizing the
self-care process for patients with
diabetes and cardiovascular disease using
mobile telephony,” in Engineering in
Medicine and Biology Society, 2008
MBS 2005 30th Annual International

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.
International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 60



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT

VOLUME — 2, ISSUE - 6 (JUNE 2015)

IF-2.868 ISSN: (2349-0322)

Conference of the IKEE. 1EELE, 2008,

pp- 755758

[331  A. Farmer, O. Gibson, P. Hayton, K.
Bryden, C. Dudley, A. Neil, and L.
Tarassenko, “A real-time, mobile phone-

based telemedicine system

to support young adults with type 1
diabetes, Informatics in primary care,

vol. 13, no. 3, pp. 171178, 2005.

[341 M. Barni, P. Failla, V. Kolesnikov,
R. Lazzeretti, A. Sadeghi, and T.
Schneider, “Secure evaluation of private
linear branching programs with medical
applications,” Computer

LSORICS 2009, pp. 424—439, 2009.

Security—

[35]1  A. C.-C. Yao, "How to generate and
exchange secrets (extended abstrac-t),” in
FOCS. 1EEE, 1986, pp. 162-167.

[361 P. Paillier, “Public-key

cryptosystems based on composite degree

resid-uosity classes,” in KUROCRYPT,

1999, pp. 223-238.

(371 1. Damgard” and M. Jurik, A
generalisation, a simplification and

some applications of pailliers

probabilistic  public-key system, in
Public Key Cryptography, ser. Lecture
Notes in Computer Science, K. Kim, Hd.,

vol. 1992. Springer, 2001, pp. 119-136.

[381 E. Shi, J. Bethencourt, H. T.-H.
Chan, D. X. Song, and A. Perrig, “Multi-
dimensional range query over encrypted
data,” in IEEE Symposium on Security

and Privacy, 2007, pp. 350-364.

[391 M. Lin, X. Zhu, Y. Fang, (. Zhang,
and Z Cao, “Efficient trust based
information sharing schemes over
distributed collaborative networks, in
Milcom, 2011.

[401 X. Boyen and B.

Anonymous hierarchical identity-based

‘Waters,

en-cryption (without random oracles),”
in CRYPTO, 2006, pp. 290-307.

[41]1 A. Sahai and B. Waters, “Fuzzy
identity-based encryption,” in HKURO-
CRYPT; 2005, pp. 457—473.

[421 V. Goyal, O. Pandey, A. Sahai, and
B. Waters, “Attribute-based en-cryption
for fine-grained access control of
encrypted data,” in ACM Conference on
Computer and Communications Security,

2006, pp. 89— 98.

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.
International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 61



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT

VOLUME — 2, ISSUE - 6 (JUNE 2015)

IF-2.868 ISSN: (2349-0322)

431 M. Blaze, G. Bleumer, and M.
Strauss, “Divertible protocols and atomic
proxy cryptography,” in KUROCRYPT,
1998, pp. 127—-144.

[44]1  G. Ateniese, K. Fu, M. Green, and S.
Hohenberger, “Improved proxy re-
encryption schemes with applications to
secure distributed storage,” ACM Trans.
Inf. Syst. Secur., vol. 9, no. 1, pp. 1-30,
2006.

[45]1 M. Green and G. Ateniese, “Tdentity-
based proxy re-encryption,” in ACNS,
ser. Lecture Notes in Computer Science,
J. Katz and M. Yung, Eds., vol. 4521.
Springer, 2007, pp. 288—306.

[46] O. Goldreich,
cryptography: a primer. Now Publishers

Inc, 2005.

[471 1 Blake and V. Kolesnikov, “Strong
conditional oblivious transfer and
computing on intervals,” Advances in
Cryptology-ASIACRYPT 2004, pp. 122—
135, 2004.

[481 H. Lin, J. Shao, and Y. Fang,

Cloud-assisted

privacy  preserving
mobile health monitoring.
http:/eprint.iacr.org/curr, TACR

Cryptology ePrint Archive, 2012.

Toundations  of

(491  B. Lynn, PBC  Pairing-Based
Cryptography Library, 2008.

[501 I F. Blake and V. Kolesnikov,
“Strong conditional oblivious transfer
and computing on intervals,” in
ASIACRYPT, ser. Lecture Notes in
Computer Science, P. J. Lee, Hd., vol.

3329. Springer, 2004, pp. 515-529.

[511 M. Layouni, K. Verslype, M.
Sandikkaya, B. De Decker, and H.
Vangheluwe, “Privacy-preserving

telemonitoring for echealth,” Data and

Applications Security XXIII, pp. 95—

110, 2009.

[521 M. Barni, P. Failla, R. Lazzeretti,
A. Sadeghi, and T. Schneider, “Privacy-
preserving ecg classification  with
branching programs and neural net-
works,” Information Forensics and
Security, ILEE Transactions on, vol. 6,
no. 2, pp. 452468, 2011.

[531 G. Danezis and B. Livshits,

"Towards ensuring client-side
computational integrity,” in Proceedings
of the 3rd ACM workshop on Cloud
computing security workshop. ACM,

2011, pp. 125-130.

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.
International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 62



INTERNATIONAL RESEARCH JOURNAL OF MATHEMATICS, ENGINEERING & IT
VOLUME — 2, ISSUE - 6 (JUNE 2015) IF-2.868 ISSN: (2349-0322)

(5641 K. De Cristofaro, S. Faber, P. Gasti,
and G. Tsudik, "Genodroid: are privacy-
preserving genomic tests ready for prime
time?” in Proceedings of the 2012 ACM
workshop on Privacy in the electronic

society. ACM, 2012, pp. 97-108.

[55] R. Lagendijk, Z Erkin, and M.
Barni, “Encrypted signal processing for

privacy protection.

[56]1 V. Danilatou and S. Toannidis,
“Security and privacy architectures for
biomedical ~ cloud  computing,” in
Information Technology and Applica-
tions in Biomedicine (I'TADR), 2010 10th
IEEE  International Conference  on.
TEEE, 2010, pp. 1-4.

[571 K. Fujisaki and T. Okamoto, “Secure
integration of asymmetric and symmetric
encryption schemes.” in CRYPTO, ser.
Lecture Notes in Computer Science, M. J.
Wiener, Hd., vol. 1666. Springer, 1999,
PP H537-554.  [Onlinel.  Available:
http:/dblp.uni-trier.de/db/cont/crypto/
crypto99.html#FujisakiO99

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories.
International Research Journal of Mathematics, Engineering & IT (IRJMEIT)

Website: www.aarf.asia. Email: editoraarf@gmail.com , editor@aarf.asia

Page 63



