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ABSTRACT 

In this paper we implement a signature scheme on cryptosystem with elliptic curves by using the 

formulas for the projective coordinates obtained by generalizing the ideas of Montgomery to 

Weierstrass equation of elliptic curves. This arithmetic with projective coordinates is more 

efficient and avoid many inversions in the computations. We also propose a fast computing method 

evaluating the coordinates.  
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INTRODUCTION: 

In 1985 Koblitz [1] [2] and Miller [3] independently made use of elliptic curves in cryptography. 

Later Koyama [4] and Demytko [5] also produced analogue of RSA with elliptic curves to 

overcome the vulnerabilities like homomorphic nature of RSA, however it was shown that even 

these non-homomorphic RSA type cryptosystems are not totally free from RSA attacks[6], and it 

was shown that they are susceptible to chosen message attacks.[7] 

In [7] “A New and Optimal Chosen - message Attack on RSA-type Cryptosytems” by Daniel 

Bleichenbacher, Marc Joye and Jean-Jacques Quisquater, it is show that only one message is 

needed to mount the attack on Demykto’s system. 

In this paper we mount the chosen message forgery attack- a signature scheme for cryptosystem 

with elliptic curves and we impliment the attack with point addition on elliptic curves by formulas 
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for projective coordinates on general Weierstrass equation of elliptic curves, [8][9][10] with these 

formulas addition requires four additions, six multiplications and two squarings and doubling 

requires four additions, six multiplications and three squarings with no inversions. For any point 

P  on elliptic curve )( KE  and for any integer k  to compute the point addition kP  it requires 

only to calculate mP2  and Pm 1)(2   from mP  and Pm 1)(   and we give a fast computation 

method for kP  generalizing the ideas given by P.Smith for Lucas sequences to elliptic curves. 

 

2  POINT ADDITION WITH PROJECTIVE COORDINATES: 

Let K  be a field with Characteristic 2,3K  and consider the elliptic curve )( KE  over K  in 

Weierstrass form BAxxyE 
32

=:  and for any points ),(=
11

yxP  and 

}{\),(=
22

EyxQ   with 
21

xx   the affine addition ),(=
33

yxQP   is given as:[11][12]  
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 Now for any point EyxP ),(= , the projective coordinates are denoted as ),,(= ZYXP  for 

Z

X
x =  and 

Z

Y
y = .  

Theorem 1:  Let K  be a field of characteristic not equal to 2,3 and E  be the elliptic curve given 

by the equation BAxxy 
32

= . If ),(= yxP  then for any positive integer k , the projective 

coordinates of kP  are denoted as )::(
kkk

ZYX  and ]:[
kk

ZX  are given by recursion formulas as 

follows: 
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
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
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
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X
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Z
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m
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m
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
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
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
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
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



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


















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

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










B
Z

X
A

Z

X

Z

X
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Z

X

m

m

m

m

m

m

m
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3

2
2

4
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










































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A

Z

X
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m

m

m

m

m
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3

4

3
2
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4

8
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 
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3
2
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4

8
=

mmmmm
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
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2
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BZZAXXZZBXAZXZX   

  

Remark 1:  The formulas for computation of ]:[
kk

ZX  in kP  depend only on ]:[
11

ZX  for 

),(= yxP  and 1;=,=
11

ZxX  i.e., the formulas are polynomials in )( Px  and 




).(=

)(=

xZZ

xXX

kk
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Theorem 2:  Let   be a field of characteristic not equal to 2, 3 and let E  be the elliptic curve 

given by the equation BAxxyE 
32

=:)(  and also ),(=
mm

yxP  and 

}{\)(),(=
11

EyxQ
mm




 with QP  . Given the point ),(= yxQP  , if 0y  then the y

-coordinate of P  satisfies  

 
 

.
2

)())((2
==)(

2

1

y

xxxxxxxAB
yPy

mmmm

m


  

    Proof: ).,(==Define   yxQPD   

 .=wehave),,(==Since

2

111
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xyxDPQ

m

m

m

mmm



















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
 

  

                        ))(()(=)(Then
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1
xxxxyyxxx

mmmmm



 

 )(2=
223322

mmmmm
xxxxxxyyyy   

 BxxxxAyy
mmm

2))((2=   

 BxxxxAxxxyy
mmmmm

2))(()(=2
2

1



 

  

 
y

xxxxxxxAB
y

mmmm

m

2

)())((2
=

2

1


  

 
 

.
2

)())((2
=  Therefore        

2

1

y

xxxxxxxAB
y

mmmm

m


  

  

FAST COMPUTATION METHOD FOR 
e

X  AND :
e

Z  

We describe the fast computation method to compute 
e

X  and 
e

Z  suggested by P. Smith for 

Lucas sequences [13] and this method directly leads to the computation of ]:[
ee

ZX  with no 
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ambiguity of adding or doubling at each stage right from ]:[
11

ZX  by using the above recursive 

formulas. 

For any integer e , we have the binary expression given as 

0=1,=,2=
0

0=

i

it

i

t

t

xxxe


  or 1, for 0.i  

Let 
ik

i

k

i

k
xe



 2=

0=

, for tk 0 , then 1=,=
0

eee
t

. 

 

Theorem 3:  











1.=if12

0=if2
=

1

1

1
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k

xe
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   Proof:                                                                 2= have We
1

1
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1
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i

k

i

k
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



   
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1
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


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k
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i

k

i

xx  

              
1
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22=



 k
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i

k

i

xx  

              .2=
1


kk

xe  

 











1.=if12

0=if2
= Therefore

1

1

1
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k

xe
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Remark 2: 



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Remark 3: ]:[
ee

ZX   are computed by evaluating ]:[
k

e
k

e
ZX  for tk 0,1,...,=  by using recursive 

formulas for ]:[
1212 

k
e

k
e

ZX  and ]:[
22

k
e

k
e

ZX .  

Remark 4:  For any point )(
n

EM   where pqn = , we have the point 

)mod,mod(= qMpMM  as )()()(
qppq

EEE    and we have the formulas in Theorems 

1 and 3 are valid for M  on )(
pq

E  . [1][4][11] 

Notation:  For any point )(
n

EM   we write as ),(=
yx

MMM  and for any integer k , 
k

X  

the point kM  is written as ),(=
,, ykxk

MMkM .  

 

4 SIGNATURE SCHEME ON CRYPTOSYSTEM WITH ELLIPTIC CURVES:  

 Let message be a point ),(=
yx

MMM  on an elliptic curve nBAxxyE
n

mod=:)(
32

 , where 

pqn =  and let 
nn

NE =)(#  , 1=),(
n

Ne  with d  such that 
n

Ned mod1  and ),,( enM  is public. 

The  aim  of cryptanalyst  is to obtain signature ),(=
,, ydxd

MMdM . 

The cryptanalyst  adapts the following steps in the signature scheme :   

 Let k  be an integer such that 1=),( ek  and 1=),(
n

Nk , then there exist sr ,  such that 1=eskr  .  

  Let ),(=),(==
,, ykxkyx

MMMMkkMM   and M   may be evaluated using point addition with 

projective coordinates.  

Obtain the signature on M   as follows: 

       
nMMMd

ydxd
mo d),(=

,,
  and let ;mod= nMdC    

Evaluate the point Cr   and sM  using the point addition with projective coordinates.  

The cryptanalyst obtains dM  as follows: 

We have  

 1=eskr   

 dedskrd =  
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n

Ndskrd mod  

 .integer  somefor )(= ttNskrdd
n

  

                                                       ])[(=addition point   theTherefore MtNskrddM
n

  

                   Msk r d )(=   

                   sMkrdM =  

                   .)(= sMMdr   

                   sMCr = . 

 Using step 4 point dM  is obtained by affine addition of sMCr  .  

 

Example:   Let 143== pqn  and (1,122)=M  be a point on Elliptic curve 

143mod83=:)(
32

143
 xxyE   and for 144=)(=#

143
EN

n
, take 5=e , as 1=(5,144) . 

Then we have ),,( enM , the public key and d  the secrete exponent such that 

n
Ned mod1 . 

The cryptanalyst obtain the signature dM  as follows:   

Let 7=k  be an integer such that 1=(7,5)=),( ek , then there exist integers 3=2,= sr   

such that 1=eskr  .  

 Consider MkMM 7==  and M   is evaluated by using point addition with projective 

coordinates as follows:  

 
012

212121=7             

 1;=1,=
00
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2 eeeee

ZBXAZXX   
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   ( 6 7 , 1 2 0 ) .=2 3 )( 6 7 ,=7= T h e r e f o r e  MM  

           Cryptanalyst obtain the signature on M   as  

 (129,37).=),(==
,, ydxd

MMMdC   

           Now the cryptanalyst computes MsCr ,  as follows: 
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 131.=                   
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y
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
  

 (74,59).= Therefore sM  

  

 The cryptanalyst obtain sMCrdM =  as follows: 

        By using point addition with affine coordinates,  

               ( 4 1 , 6 2 )=   (74,59)(40,47)=          sMCr . 

        Therefore the cryptanalyst retrieve the signature as (41,62) . 

 

CONCLUSION: 

In the signature scheme on Cryptosystem with elliptic curves implemented by point addition with 

projective coordinates for ),(= yxP  with projective coordinates ),,(
111

ZYX  it requires only four 

additions, six multiplications and two squarings with no inversions in the computations of 

]:[
kk

ZX  at each consecutive addition leading to the projective coordinates )::(
kkk

ZYX  and the 

k

k

Z

X
kPx =)(  is obtained with one inversion and the corresponding y -coordinate is recovered with 

five additions, four multiplications and one inversion. Also the fast computation method directly 
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leads to the computation of ]:[
kk

ZX  with no ambiguity of adding or doubling at each stage right 

from ]:[
11

ZX  by using the recursive formulas.  
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